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摘要：Drive-by download attacks exploit malicious websites to compromise computers when they 

visit those malicious websites.  Drive-by download attacks have become a big cyber threat.  Given 

that malicious websites are inevitable, we need solutions for detecting malicious websites, while 

anticipating that drive-by download attacks will become increasingly evasive.  In this talk, I will 

present our research towards eliminating the threat of drive-by download attacks. I will start with a 

novel cross-layer method for detecting malicious websites, which essentially uses the network-layer 

“lens” to expose more information about malicious websites.  This cross-layer detection method is 

about 50 times faster than the dynamic approach, while achieving almost the same detection 

effectiveness as the static approach (in terms of accuracy, false-negative rate, and false-positive rate).  

I will then illustrate how sophisticated attacks can evade the detection, and show how proactive 

defense can achieve a significant success against these sophisticated attacks.  I will outline future 

research directions towards the ultimate goal. 
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